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Security by Design 
vs.

Security by Obscurity 
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Cryptocurrency hacks
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How domain hijacking used to compromise 
infrastructure and steal emails 
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It’s always DNS!
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In the internet age,
“Security by Design”

doesn’t always work because the
internet is INSECURE by design
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Threat in the New Norm

Network security needs to go OUTSIDE your network

CFO

CIO

CEO

F
I
R
E
W
A
L
L
.
.



March 5, 2021 |  Proprietary and Confidential

Cyber security = 
network security?

Network Inter-Network

“Cybersecurity is the art of protecting networks, devices, and data 
from unauthorized access or criminal use and the practice of 
ensuring confidentiality, integrity, and availability of information” 
– CISA.gov
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Network vs inter-network

Network Inter-Network
OSI Model TCP/IP model
Created by ISO Created by Department of Defense
7 clearly defined layers 4 loosely defined layers 

(in fact, some hate the concept of layering)
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Cloud/CDN migration = securing the inter-network?

• ‘Most often, "cloud migration" describes the move from on-premises or legacy infrastructure 
to the cloud’ – Cloudflare

• Cloud simplified and enhanced network security, however, it is not designed to resolve the 
threats from the inter-network
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What’s the interconnection between networks?

Data

Domain name
& IP address

DNS
& BGP

Location on a server

Traffic routing
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It’s always DNS, even if it is not the DNS!
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What’s the interconnection between networks?

Data

Domain name
& IP address

DNS
& BGP

Encryption
TLS/SSL

Location on a server

Traffic routing
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Phishing is fundamentally a DNS abuse

Partners and 
suppliers

End customers

Digit assets

I am ABC 
Company, 

please reset 
your password

I am the CFO, 
send money 
here ASAP

Your software 
needs an update, 

click this link

Digital
assets
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As defined by the internet regulator

• ICANN (Internet Corporation of Assigned Name and Numbers)
• Addressing DNS abuse is one of the highest priority in 2020

DNS abuse =

• Spam 
• Phishing
• Malware
• Botnets (i.e. DDoS attacks)
• Pharming (i.e. DNS hijacking)
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Wait a minute!  
Malware??
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How domain hijacking led to malware

French Registrar Gandi were compromised

• Compromised 
Network Solutions

• All customers of 
CheckFree were 
redirected to a 
website server that 
automatically 
downloaded malware
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How DNS hijacking led to ransomware
• GandCrab is the most popular 

ransomware in 2018/19
• Significantly higher ransom –

US $600 – 700K
• Research found that DNS 

hijacking was used to launch 
the attack
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How DNS hijacking led to phishing and BEC

• Defensive domains of Expedia, Mozilla, and Yelp 
with GoDaddy were compromised
o Research found Facebook, MasterCard, Hilton, ING Bank, 

Warner Bros, MIT, McDonalds were also hijacked

• Hacker used the name to launch a phishing attack 
called snowshoe spamming
o Used domains owned by well-known brands to increase 

reputation score to bypass spam filters

• Defensive names must be securely managed as well
https://arstechnica.com/information-technology/2019/01/godaddy-
weakness-let-bomb-threat-scammers-hijack-thousands-of-big-name-
domains/

https://arstechnica.com/information-technology/2019/01/godaddy-weakness-let-bomb-threat-scammers-hijack-thousands-of-big-name-domains/
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Email and DNS?

Authoritative 
DNS

Recursive 
DNS

External 
recursive DNS

Domain name

MX record

CFO@example.com

CFO@example.com
payment@example.com
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How domain hijacking was linked to C2 control 

• Perl.com: site used since 1997 to post news and articles 
about the Perl programming language.

• Jan 27, 2021: discovered that the registrar account was 
compromised in September 2020 (4 months prior). 

• Domain was first transferred to a Chinese registrar, then to 
Key-Systems.
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How domain hijacking was linked to C2 control 
• Not discovered earlier: no change the NS record
• During second ownership transfer: IP addresses assigned to the domain were changed from 

151.101.2.132 to the Google Cloud IP address 35.186.238[.]101.
• Blank page with a GoDaddy park domain script

• In 2019, the IP address 35.186.238[.]101 was tied 
to a domain distributing a malware executable 
[VirusTotal] for the now-defunct Locky
ransomware.

• More recently, a malware [VirusTotal] that 
appears to be an ad clicker is using the following 
domains as command and control (C2) servers.

So…is there no threat???

https://www.virustotal.com/gui/file/7e23755faf5f168c2d12d7fb825683bf42c298ebaa100411aa1573a934330b6a/
https://www.bleepingcomputer.com/virus-removal/locky-ransomware-information-help
https://www.bleepingcomputer.com/virus-removal/locky-ransomware-information-help
https://www.virustotal.com/gui/file/1bb5c87f73c3f3fce2cf1eabbc51ab30ba7490c308e431e9d384f134b64e36e9/details
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What can be exposed, 
if maindomain.com is pointed 

to a C2 server?
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How SSL mismanagement led to outages



March 5, 2021 |  Proprietary and Confidential

What exactly are the problems?

Website 
defacement 
and domain 
thievery

Phishing and 
ransomware 
against clients

Entire 
infrastructure 
down

Internal email 
compromise 
and delivery of 
malware

Stealing 
customer data, 
credentials and 
trade secrets –
GDPR breach?

2013 - NYTimes.com by Syrian 
Electronic Army (SEA)

2015 - ShadesDaddy.com by 
Chinese hackers

2019 - Expedia, Mozilla, and Yelp via 
Snowshoe spamming by Spammy Bear

2019 – GandCrab ransomware 
distributed via compromised domain

2017 – Complete infrastructure 
takeover of a Brazilian bank by 

unknown hacker 

2015 – Lenovo.com by Lizard Squad

2019 – Code name “DNSpionage” -
Numerous governments, insurance, 

aviation, ISP, and infrastructure provider
emails by Sea Turtle hacker

2020 – Liquid.com by 
unknown hacker
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Cyber security at the 
inter-network level
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CDN

Outsourced single point of failure

• Domains must be 
outsourced

• Your entire online 
presence is AS SECURE 
AS YOUR REGISTRAR 
and DNS PROVIDER!

27

Domains

DNS 

Website

App and Email

VoIP and IM

Internal & 
External APIs

ns1.PhishingSite.com

Cloud integration

Auth and control –
O365, DMARC, SPF, 
Google, DNSSEC

Rogue 
server
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“Security maturity” in the internet age

Treat domain names as 
critical assets – implement 
registry locks and conduct 
3rd party security 
assessments

1st Commandment:
Domain

DNS

Encryption
TLS/SSL

Data

Location on a server

Traffic routing
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Many authorities have warned you

• CISA (Cybersecurity and Infrastructure Security Agency) 
and DHS (Department of Homeland Security) issued a 
RARE Emergency Directive in Jan 2019, 
against DNS infrastructure tampering by 
the Sea Turtle hacking group

• DNS is so important that they issued a 2nd

warning on DNS in 2020

Who else warned you? 
NCSC (UK), JPRS (Japan), HKIRC (HK), 
ICANN, FireEye, Cisco Talos, 
CrowdStrike, KrebsOnSecurity
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“Security maturity” in the internet age

Avoid free and cheap DNS 
and implement DNSSEC

2nd Commandment:
Domain

DNS

Encryption
TLS/SSL

Data

Location on a server

Traffic routing
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How much do you spend to protect everything?

US $1.2 Million

US $1.5 Million

Enterprise IT spending statistics for 2018 -
Ironpaper

US $14.99

US $0

CDN

Domains

DNS 

Website

App and Email

VoIP and IM

Internal & 
External APIs

ns1.PhishingSite.com

Cloud 
integration

Auth and control –
O365, DMARC, SPF, 
Google, DNSSEC

Rogue 
server

US $50-100K?

https://www.ironpaper.com/webintel/articles/enterprise-it-spending-statistics-for-2018/
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What is considered a mature enterprise DNS setup
Criteria Why
Dedicated infrastructure • Not a “by the way” we have DNS too – these are the free DNS

• Separate DDoS defense pipe

True DDoS defence with 
Anycast and huge pipe

• DNS DDoS took down some CDN/clouds
• The service should support DDoS scrubbing without extra cost

Don’t mix it • Infrastructure can be a mix of in-house and cloud, or multi-cloud, while DNS must 
work for all

• DNS should not be bounded to one cloud and must be able to have minimal
interruption if changed

If you are secured, use one 
more.

• Use of a secondary DNS provider recommended

Support DNSSEC and GSLB 
on DNS

1. DNSSEC for security
2. Alias record for integration with cloud
3. DNS-based GSLB and IP failover to prevent single point of failure
4. EDNS0 Subnet to enhance intelligence for marketing

Global single network • DNS network should be able to work as a single network to ensure global delivery 
(even in China)
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Cloud server 1

Limitations when default DNS servers are used…

CDN

DNS

Servers

Content 
Delivery 
Network

DNS

Cloud server 2 Internal server
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Cloud server 1 Cloud server 2 Internal server

Independent setup for configurability

CDN

DNS

Servers

Content 
Delivery 
Network

DNS
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“Security maturity” in the internet age

Automate SSL renewals

3rd Commandment:
Domain

DNS

Encryption
TLS/SSL

Data

Location on a server

Traffic routing
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SSL/TLS certificate lifespans will get shorter
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“Security maturity” in the internet age

Spoof-proofing not only 
yourself but also 
your customers:
1. DNSSEC
2. DNS Abuse –

Anti-phishing for your clients

4th Commandment:

Partners and 
suppliers

End customers

I am ABC 
Company, 

please reset 
your password

Your software 
needs an update, 

click this link

I am the CFO, 
send money 
here ASAP
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Recommended by Vint Cerf
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DNS is not sexy

Most consider domains, DNS, and SSL 
low level
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Not a Zero-Day attack

It’s so foundational, so NO excuses!



Questions?

41Proprietary and Confidential

cscdbs.com

CSC Digital Brand Services

@cscdbs

Alban Kwan

 alban.kwan@cscglobal.com

linkedin.com/in/albankwan/

https://www.cscdbs.com/?utm_source=HKPC&utm_medium=virtualevent&utm_campaign=HKPC%20IS%20Summit%2021
https://www.cscdbs.com/?utm_source=HKPC&utm_medium=virtualevent&utm_campaign=HKPC%20IS%20Summit%2021
https://www.linkedin.com/company/csc-digital-brand-services
https://twitter.com/cscdbs
https://www.linkedin.com/company/csc-digital-brand-services
https://twitter.com/cscdbs
https://www.linkedin.com/company/csc-digital-brand-services
mailto:alban.kwan@cscglobal.com
https://www.linkedin.com/in/albankwan/
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